Abstract: Due to the advances of mobile devices with GPS (Global Positioning System), a user' privacy threat is increased in location based services (LBSs). So, in LBSs, it is important to process given queries efficiently while protecting users' privacy with a low bandwidth usage. For this, a 2PASS was proposed to search k-nearest POIs by generating cloaking regions which can hide the actual user location and reduce the bandwidth consumption. However, this method suffers from privacy attack. Therefore, we, in this paper, propose a privacy-protected k-NN query processing algorithm based on Weighted Adjacency Graph for Location-based services. Our privacy-protected k-NN query processing algorithm can reduce bandwidth usages and efficiently support k-nearest neighbor queries without revealing the private information of the query issuer. With performance evaluation, we show that our scheme outperforms the existing one. 
Introduction
Location-based services(LBSs) allow users to connect with others based on their current locations. In most cases, people use their positioning devices (i.e., iPhone, Android, Blackberry) to find out his/her location like restaurants, bars and stores that they visit. However, frequent and continuous accesses to the services expose users to privacy risk. A LBS provider might be able to collect private and delicate information about a user's choices and habits from the user's location. For example, for a k-nearest neighbor query (k-NN), a user requests to LBS about the nearest dental clinic from his/her location and based on his/her location, a LBS server returns the nearest dental clinic name to the user. For this, the LBS server can infer user health conditions that might be harmful for a user's privacy. Due to an increasing awareness of privacy risks, users might desist from accessing LBSs, which would prevent the proliferation of these services [1, 2] .
Current research aligns on developing techniques to elaborate on k-anonymity [3] [4] [5] [6] [7] [8] [9] [10] [11] [12] [13] [14] [15] [16] that process a user's query with protecting privacy during the access of LBSs. A k-anonymity based scheme [18] tries to blur a user's exact location by generating a cloaking region which includes a query issuer and k-1 other users. One of the recent cloaking-based approach is 2PASS (2-Phase Asynchronous Search) [19] . 2PASS is based on a notion of voronoi cells and each cell contains one object that is the nearest neighbor of any point in its cell. The user can fix the cloaked area to the voronoi cell of the nearest neighbor object, if he/she knows the voronoi cells in advance. In 2PASS, a k-NN query consists of two steps. First, the user requests the voronoi cell information corresponding to the query. Secondly, it selects objects to request. However, 2PASS suffers from privacy attack.
To solve the problem, in this paper, we propose a privacy-protected k-NN query processing algorithm based on weighted adjacency graph for location-based services. We follow user-cloakingserver model [3] [4] [5] [6] [7] [8] [9] [10] [11] where the trusted third party (location cloaker) performs location cloaking for the user. Our algorithm computes a k-NN query in three phases. First, the user requests the location cloaker (LC) and LC requests the WAG information corresponding to the query. Secondly, LC selects objects to request. Finally, LC returns the actual result to the user. We also include k-anonymity property for enhancing users' privacy while accessing LBSs.
The rest of this paper is organized as follows. In Section 2, we discuss related cloaking-based methods. We discuss our detailed system architecture and propose a privacy-protected k-NN query processing algorithm based on weighted adjacency graph in Section 3. Section 4 is devoted to experimental results. Finally, we conclude our work with future direction in Section 5.
Related Work
Recently, considerable research interest has focused on preventing identity inference in locationbased services. The main concern is to allow the mobile user to request services without compromising his/her privacy. In cloaking-based technique, it generates blur area (circular or rectangular) that encloses an actual query issuer with other users based on his/her privacy requirement (e.g., k-anonymity, granularity metric etc). By this, the user can hide his/her location from adversary or LBS server.
One of the recent cloaking-based scheme is 2-Phase Asynchronous Search (2PASS), which was proposed by H. Hu and J. Xu [19] . For generating a cloaking region, 2PASS constructs two main parts; (i) weighted adjacency graph (WAG) that stores voronoi cell information and (ii) WAG-tree indexing for computing the objects to request from the server. To access the voronoi cell information, they develop a weighted adjacency graph (WAG). WAG is a weighted undirected graph that stores the voronoi diagram and Delaunay triangulation. For example, in Figure 1 (b), each vertex in this graph denotes an object, and each edge denotes a line in the Delaunay triangulation. Each vertex is also assigned a nonnegative weight. The specialty of this graph is to notify that the WAG vertices are weighted based on voronoi cell area size. User can compute out the objects to request from the server by using WAG-tree index. The criteria of object selection are a combination of the following: a) the sum of the areas of Voronoi cells from the selected objects must exceed τ; b) the genuine nearest neighbor o* must be selected; and c) these Voronoi cells must be connected, i.e., no cell is isolated from the rest of the cells.
In 2PASS, a k-NN query processing algorithm consists of two steps. First, the user requests the voronoi cell information corresponding to the query. Secondly, it selects objects to request and sends the result to the query issuer. In order to reduce computational overhead, 2PASS proposes to partition the entire WAG into WAG snippets of reasonable size so that the user receives only the snippets surrounding the query location. For example, in Figure 2 , the four snippets are obtained by partitioning the space into four sub-spaces A, B, C and D of equal widths and heights and computing their WAG's, respectively. To improve the query processing performance in terms of the time, 2PASS manages this WAG snippets using WAG-tree as shown in Figure 3 . In WAG-tree, each node maintains objects whose voronoi cells in the whole space overlap this sub-space. With WAG snippets and WAG-tree, 2PASS is able to save bandwidth usage compared with others by returning less number of non-result objects. However, because 2PASS doesn't consider the number of users in a voronoi cell, it cannot guarantee the k-anonymity property. For example, if there is no other users except the query issuer in a cell, the location of the user can be obtained by an attacker.
A privacy-protected k-NN query processing algorithm based on Weighted Adjacency Graph for Location-based services
The forest herbs species in the oak and pine forests belongs to 21 families. The total number of species present in the oak forest and pine forest was 32 and 41, respectively.
In this section, we propose a privacyprotected k-NN query processing algorithm based on Weighted Adjacency Graph for Location-based services in LBSs. We adopt trusted third party(location cloaker) which acts as a mediator between user and the server, and performs location cloaking. Also, in our scheme, we improve the WAG by setting the weight of WAG vertices based on both the size of voronoi cell area and the number of users on that cell, in order to improve the privacy of query issuer.
In our scheme, user sends a query with privacy requirement to location cloaker (LC) and LC requests the objects (including the genuine nearest neighbor (NN) together with other non result objects) based on the Voronoi cell information to satisfy the privacy requirement on the cloaked region. Our work is unique in that the LC controls what objects to request from the server so that their total number (i.e., the overall bandwidth) is minimized. To minimize the object number while still meeting the privacy threshold τ and k-anonymity requirement, the criteria of object selection are a combination of the following: (i) the sum of the areas of voronoi cells from the selected objects must exceed τ and the number of users ≥ k on that cell; (ii) the genuine nearest neighbor o* must be selected; and (iii) these voronoi cells must be connected, i.e., no cell is isolated from the rest of the cells. The last criterion guarantees that the cloaked region is a single region, which is a common assumption in all existing location cloaking approaches. Besides, the single-region assumption not only adapts to most location-based services which readily accept a single location as the input, but also alleviates some security problems.
For example, a single region is more resilient than isolated regions against background or domain knowledge attacks. With the iWAG, the object selection is equivalent to finding a sub graph that satisfies the following criteria: i) the sum of the weights of vertices in the sub graph must exceed τ and the number of user ≥ k on that cell; ii) o* must be in the sub graph; and iii) this sub graph must be a connected component. For this, we give the weight (w) for each object (V w ) based on voronoi cell area size (V a ) and number of user (U n ) on that voronoi cell. We set the priority for voronoi cell area size and the number of user in that cell. For example, if we consider the total priority, p = (α + β) = 1, then the preference of the number of user (β) is get priority than the preference of voronoi cell area size (α). Therefore, the following equation holds true.
Figure 4(a) shows voronoi diagram with eight users. We calculate objects weight based on equation (1) . For example, if we consider object a, then weight of a w = 0.206. By this, we get all of objects' weight as shown in Figure 4 Our scheme consists of three steps, i.e., iWAG generation step, iWAG-tree construction step, and k nearest neighbor query processing step.
In the iWAG generation step, first, our scheme calculates each voronoi cell area size. Then computes how many users exist on that cell. Secondly, it calculates vertex weight by using equation (1) . Finally it sets all vertex weight. Actually, we consider the total vertex weight is 1. Our objective is to find out the valid weight connected component based on iWAG. For this, we follow approximate minimum valid weight connected component (MVWCC) algorithm [19] . Figure 5 shows the iWAG and its snippets. In the iWAG-tree construction step, first, our scheme checks both an area range and the number of object's (Point of Interest). Secondly, the scheme builds bounding areas (snippets) if satisfying certain conditions. Otherwise it partitions the whole space into four parts. Thirdly, it maintains objects whose voronoi cells in the whole space overlap this subspace in order to support a k nearest neighbor (kNN) query efficiently. Finally, it recursively computes nearest neighbor of a child node until satisfying the certain criterion. Figure 6 shows the iWAG-tree and snippet pointed by it. The k-NN query is processed as follows. First, the whole iWAG tree is sent to LC during the system initialization time. Based on the value k, the LC traverses the iWAG tree and finds out the snippet that contains the query point. Secondly, the LC matches the privacy requirements (k-anonymity, the area size (τ) etc) that are sent by the user. If the area of this snippet is still smaller than the user specified requirements, the user will locate the lowest-level child node of this snippet whose area-exceed privacy requirements. Finally, the user requests all snippets rooted at this node, called host snippets. Here, the LC adds the received host snippets into a single iWAG and calculates the minimum valid connected components by using MVWCC algorithm. In this process, LC does cloaking procedure instead of user and LC does not provide any location information or privacy requirements of user to the server.
Performance Analysis
In this section, we present the performance results of our location cloaker and k-NN query processing algorithm. Table 1 shows our experimental environment. In our experiments, we use the real data set of Northern East America (NE) that contains 119,898 point of interest (POIs). We compare our work with the exiting approach 2PASS [19] in terms of response time and bandwidth size. The response time can be defined as how quickly the server returns the result set after receiving the query. The bandwidth can be defined as page size that encloses objects. The parameter settings are summarized in Table 2 . We vary the user specified threshold (τ) value from 0.000001 to 0.001 and the threshold value reflects the response time that means query processing time. As for query performance, the query processing time of 2PASS and our scheme are near to similar when τ is equivalent to small value. But, the query processing time of 2PASS is much higher than our scheme when τ becomes greater value. It is mainly due to the more number of objects it request. As a consequence, 2PASS also consumes more bandwidth than our scheme. Figure 7 demonstrates the query processing time with different τ value. Since a bigger threshold value usually contains more underlying network area, it takes longer to process. As shown in Figure 7 , the increase of former metric is quite moderate until τ ≤ 0.0001. On the other hand, the latter metric linearly increases as τ grows.
Figure 7. Query Processing Time according to τ
We measure the bandwidth size based on average number of objects returned by varying with different threshold value (τ). Figure 8 depicts the result set size with different τ. We observe that a bigger τ value generates a larger candidate result set. The reason is same that of query processing time. 
Discussions
The changes in topography, altitude, precipitation, temperature and soil conditions contribute to the diverse bioclimate that results in a mosaic of biotic communities at various spatial and organizational levels. Diversity represents the number of species, their relative abundance, composition, interaction among species and temporal and spatial variation in their properties. Where richness and evenness coincide, i.e., a high proportion of plant species in the vegetation are restricted, community of that area is supposed to have evolved through a long period of environmental stability.
The observation in the present study showed that the oak forest was typically moister than the pine forest which is consistent with the study of Saxena and Singh (1982) . Pine forest was about 25% more diverse (40 spp.) in comparison to the oak forest (32 spp.).
Asteraceae was the dominant family in pine forest because most of the species of the family are primary successionals and have different types of growth forms. This family showed basal as well as erect forms in which basal forms emerged near the ground-level with well-developed petioles and formed a short-umbrella (Mehrotra, 1998). They can tolerate cool temperatures to high irradiances with low density of herb cover. However, erect forms are less able to capitalize on the spring window of light than any other form. This showed that the different growth forms reflect a mixed type of forest response (harsh dry to mesic). Moreover, basal forms of Violaceae showed affinity to mesic and cold conditions under the oak forest. Few species are able to tolerate the entire spectrum of environment and range throughout the gradient (Brown, 2001).
Our study showed that perennials gained dominance over annuals in oak forest as well as pine forest (Figure 1 ). Perennial have ability to conserve soil and with their extensive root systems of perennial grasses they also add more organic matter to the soil than annuals which can be more favourable for plant growth. Singh and Singh (1987) observed that annuals colonize and dominate the early stages of succession. Annuals to perennials species ratio are higher at primary successional site than climax stage. Species richness generally increases during secondary succession when environmental and edaphic conditions are favourable with low fluctuations.
The above results indicate that the oak forest makes climax stage for succession. The evenness and β-diversity showed similar values in sub-sites of oak as well as pine forests. The high values of betadiversity indicate that the species composition varied from one stand to another.
Equitability/evenness varied in pine forest with respect to sub-site from 27.3 (HB) to 31.4 (HT) ( Table 3 ). This was because of the conditional presence or absence of functional relationship of species. Comparatively higher value of equitability in pine forest with respect to oak forest indicated that the individual herb species distribution is higher. This may perhaps due to intermediate level of disturbance.
The allocation of species in the Kumaun Central Himalaya is mainly governed by moisture and temperature gradients that incorporate the effect of many physical factors. Moustafa (1990) found that the association of community types is the result of the performance of the species in response to the environmental conditions that prevail in a particular forest type. Tewari (1982) assumed that the temperature gradient is the net product of elevation and aspect; while moisture gradient is a function of slope degree, soil texture and nature of soil surface. In addition to that, hierarchical diversity concerns taxonomic differences at other than the species level. Pielou (1975) and Magurran (1998) suggested that hierarchical (taxonomic) diversity would be higher in an area in which the species are divided amongst many genera as opposed to one in which most species belong to the same genus, and still higher as these genera are divided amongst many families as opposed to few. The families, genera and species ratio was observed maximum in the pine forest as compared to the oak forest in the present study (Table 4) , indicating diverse taxonomic vegetation in the pine forest.
